Npuaoxenue Ne2. Hndopmaunonnas namaTka 41 o6y4ar0muBxcs Juisi pa3MeIieHus Ha
oduumaneaerx MHaTepReT-pecypeax

- C K&XIBIM TOZOM MOJIOZIEXKH B HHTEPHETE CTAHOBHTACH GOMBINE, & MIKOILHUKA OJHH H3
CaMblX AKTHBHBIX IOJb3oBarenek PyHera. Mexay TeM, NMOMUMO OIpPOMHOTO KOIHYECTBA

BOIMOKHOCTEH, MHTepHeT HeceT u npobiembl. DTa NaMATKa JODKHA moMo4b Tebe Oe3omacHo
HaXOOHUTECA B CETH.

Komnvromepnvie supycol

KoMmeroTepHeiift  BUPYC — 3T0 Pa3sHOBMIHOCTh KOMIBIOTEPHEIX  IPOTDaMM,
OTNHYATENRHOA OCODEHHOCTBIO KOTOpPOH sBIsAeIcAd CHOCODHOCTE K pasMHOXEHMIO. B

NOTONTHEHHE K 3TOMY, BHPYCEL MOTYT HOBPEIATE WIH TONHOCTEIO YHHUTONHTE Bee daiinsl u

JaHHbIe, MOJKOHTPONBHEIE MOJL30OBATENIO, 0T HMEHM KOTOpOro ObLia 3anylnmena 3apakEHuas
NporpaMma, a TaKKe MOBPEldTh HIH JaXe YHHYTOXHTh ONEPALMOHHYIO CHCTEMY CO BCEMHU
QaitnamMu B nenom. B GONBIIHHECTRE CilyYaes PACHpPOCTPAHSIOTCH BUPYCH Yepe3 HETEPHET.

MCTOILBI 3aI0HTEI OT BPEAOHOCHBIX IPOrpaMmM:

1. Henons3y# cOBpeMEHHSBIE ONEPANHONHEIC CHCTEME!, AMEIOMME cephE3HEi yposeuh
3QIATH! OT BPEAOHOCHEIX TIPOrPaMM;

ITocrosHHO ycTaHaBnuBail mauTd (UupOBRIE 3alIATKH, KOTOPHIE ABTOMATHYECKH

YCTaHaBIUBAIOTCA C HEdbI0 NopalTKHU NpOTpamMmel) ¥ Apyrue OOCHOBNEHMSA cBoei

onepanOHHON cHcTeMbl. CkadnBali Hx TOIBKO ¢ OQHUIHATBHOrO calita paspaboTanka

OC. Ecnu cymiecTByeT peuM aBTOMATHYECKOr0 0OROBNEHHA, BKITOYH €ro;

PaGorait Ha cBOeM KOMIIBIOTEpE NOA MPABAMH IONBL30OBATEN, 4 HE AAMHHUCTPATOPA.

310 He MO3BONMT GONBIIMHCTBY BPEAOHOCHBIX MPOIPAMM UHCTAIUIMPOBATECH Ha

TBOEM MEPCOHATBHOM KOMIBIOTEPE;

Wcnonssyli aHTHBHPYCHBIE IIPOrPAMMHEIE TIPOXYKTE] U3BECTHBIX IPOU3BOAHTENEH, C
asToMaTH4YecKuM o0HOBNenreM Das;

Orpannys hu3nyecKuil TOCTYN K KOMIBIOTEPY LIS OCTOPOHHMX JINIL;

Wcnons3yit BREIMENE HOCHTENH HHGOPMALUH, TAKHE Kak QIemnKa, JHCK Uiy daiin u3
HHTEPHETA, TONLKO B3 NPOodEepPEeHHEBIX HCTOSHHKOR;

He oTxpeBalt xoMnpioTephbie (aiinei, NONyICHABIC W3 HEHaASKHBIX HCTOYHHKOB.

Jaxe Te Qaitnel, KOTOphlE MNpHCHAN ’moﬁ 3HaKoMEBI. Jlywime yTOYHUM Yy Hero,
OTHpABIISI X OH Tebe uX.
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Cemu WI-FI

Wi-Fi - 370 He BRJ NMEpefayy AaHHEIX, HE TEXHONOTHS, 4 Beero aums Opena, Mapka, Emge
B 1991 rony Hmpepnanzckas KOMIaHda 3aperncrpaposana Openn « WECA», wro obo3ragano
crosocoyetanue « Wireless Fidelity», xoTOpEIiA nepeBoaUTCA KaK «OSCIPOBOHAL TOUHOCTED,

Jlo mamrero BpemeHm Jomuia apyras abOpeBHarypa, KoTOpas fBISeTCS TakoH xe
TexHonorue#t, 3o ab6pernarypa « Wi-Fin. Taxoe yazpanue G510 JAHO ¢ HAMEKOM Ha CTAHIApT
sriciuii 3ByxoBolf Texauxy Hi-Fi, uto B nepesone o3navaer «BLICOKad TOYHOCTEY.

Ha, GecraTHEIH HHTEPHET-KOCTYH B Kade, OTEMIX U adPONoprax ABIAETCH OTIMTHOMN

BO3MOXXHOCTBIO BRIXOJa B HHTepHeT. Ho MHOTHE KCTIEPTE CHATAIOT, ITO oﬁmeaoc'ryrmbm Wi-
Fi cetd He aBua0TCH 6€30NaCHEIMH.

Cosernl 10 6e3onacHocTH paboTe B 00IEROCTYIHEX ceTsx Wi-fi:
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He nepemasait cpoxo muumyio wH(opmanuio depes obmepmocTymusie Wi-Fi cern.

Paforas B H#x, XeNaTeqbHO He BBOIWTH NAPOJH HOCTYIA, JIOTHHE M KaKHE-TO
HOMepa,; ‘

2. Hcnons3yit B 06HOBNAN aRTHBHPYCHEIE porpaMMel H OpaHaMayep. TeM caMmbIM Th!
ofe3onacuuls cebs OT 3aKauKH BUPYCa Ha TBOE YCTPOHCTBO;

3. Tlpu ucmomszoBarud Wi-Fi otwmnowmw ¢ymxumro «O6umit moctyn x daidtmam u
npuATepamy». Jannas (yakaovd 3aKpHTA N0  yMONYAHMIO, OJHAKO HEKOTOPHIS
I0NL30BATE/IH aKTHBHPYIOT e€ wia ynoOcTBa HCIoNb30Bakus B paboTe wim ygede;

4. He mcnompsyli nyOmwunsii WI-FI s nepenayn NHYHBIX NaHHBIX, HAPHMEp JUIA
BBIXOJA B COLHANRHEIE CETH UMK B MEKTPOHHYIO IIOUTY;

5.

Wnons3yit Tonsko 3awmensoe coenunenue yepes HTTPS, a e HTTP, t.e. npu
safope BeG-anpeca BBOAK uMeHRo «hitps:/»;
6. B wmoOmnoHoM Tenedore orTkmoun Pymkmmo «[logwmouenre k  Wi-Fi

aBTOMATHYECKH». He fonycxai apTOMaTHYECKOrO MOAKIIOYEHHAs YCTPOHCTBa K CETAM
Wi-Fi 6e3 TBOErO CoTnacus.

Coyuaiibuble cemu

ConpanpHple CETH aKTHBHO BXOJAT B HANIY JKH3Hb, MHOTHE JIIOAX paCoTaloT M KUBYT
TaM NOCTOAHRO, a B Facebook yike 3aperucTpupoBad MuiLmHaps 4ejoBeK, WTO ABJIAETCH OLHOM
cenpMOit BeeX JKHTeNeH IUtaHeTsl. MHOrHe IONB30BAaTelH HE NOHAMAIOT, YTO HHQOpMamms,
pasMEIIEHHAs HMHU B COLIHAIBHBIX CeTsX, MoxeT ObITh HalileHa H HCIIONb30BaHAa K€M YTOJIHO, B

. TOM 4YHCIE He 0653aTeNILHO C GnardiMu HAMEePEHHAMH.

OCHOBHHC cOBeTH 0 6e30NaCHOCTH B CONBANLHEIX CeTHX:

1. Orpanwub cnucox apyseft. Y Tefs B APY3bsX HE AODKHO OHITh COyuyaHBIX H
HE3HEKOMBIX JItonei;

Saminal cBOIO YacTHYIO XH3Hb. He ykasemsait naponu, teneboH:l, aapeca, fary

TBOETO DPOXIEHHS H JPYIYIO JHHHY) HHOOPMALHIO, 3IOYMBIINEHHHKH MOTYT

HCIONBE30BATh JaXe HHQOPMAUMIO O TOM, KAK THl H TBOH POJHTENH IUIAHUpYeTe

TIPOBECTH KaHHKYILL

3aupimali CBOIO PEIyTAIMIO - AEPXKH €€ B YHCTOTe ¥ 3adasali cebe sonpoc: xoren Ou

ThI, wToOBl ApPyrHe NOJIL30BATeN BHJACHH, YTO THI 3arpyKaems? Honymaﬁ Tpexae

YEeM YTO-TO ONyONIMKOBaTh, HATHCATE H 3aTPY3HTh;

Ecnu THI TOBOpHIIG C JIIOABMH, KOTOPEIX HE 3Haellb, HE HCHIOJL3YH CBOE pealbHOE

UMs ¥ JOPYTyI0 JIHYHYIO MHOOPMAIMH: MMS, MECTO KHTENBCTBA, MecTo y4eOnl H

Ipouee;

NaBerait pasmenienus Gororpaduil B Mureprere, rae Thl H300paxes HA MECTHOCTH,

110 KOTOPOR MOXHO ONIPEACHNTh TBOE MECTONONOKEHHE,; .

ITpu perucTpanuy B cCOLMANbHOR ceTH HEOOXOAMMO HCIIONBE30BATE CIOMKHEIE TAPOIH,

cocTosnue 13 OYKB B MHdpP B ¢ KOMHYECTBOM 3HAKOB He MeHee §;

Jnda connansHOi CeTH, NOYTH! B APYTHX caliToB HeoOXOAMMO HCIOIB30BATL PA3HEIE

napons. Torja ecny Tebs B3JIOMAKOT, TO 3TOYMBILUIEHHHKH MONYYaT HOCTYI TONBKO
K OJHOMY MECTY, a He BO BCE CPa3y.
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DnexmpoxHble JeHbau

ONEKTPOHHEIE JEHbIH — 3TO 0YEHB y,uoﬁamﬁ Cnpcob muaTexed, OMHAKO CYINECTBYIOT
MOLIEHHHUKH, KOTOPEIE XOTAT IOy HTh STH ACHBIH.

BJIEKTPOHHLIG OCHETH [MOABWIMCE COBCEM HEOABHO H HMCHHO H3-3a 3'!.'0['0 BO MHOTHX
TOCYIapeTBaxX NO CHX NOp He NPOIHCaHe IPo HEX B 3aK0HaX,

-
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B Poccum e oHm (QyHKUMOHMPYIOT M O HHX YXe IIPONMCAHO B 3aKOHE, TAE HX
PA3fENsIOT HA HECKONBKO BHAOB — AHOHHMHHE ¥ He aHOHHMHHE, PasEmua B TOM, YTO
aHOHMMHBIE - 3TO T€, B KOTOPHIX paspeiiaeICi NpOBOAWTH onepauuu Oe3 uaenTHOHKAIIH
TI0JIb30BATEIA, @ B HEAHOHKMHEIX HACHTH(HKAIEA [10I530BaTEIs ABIsSeTca 00a3aTemROl.

Taxxe ClemyeT pa3znuyarh NeKTPOHHEE (QHATHBIC ACHBIH (PaBHEI FOCYAapCTBEHHEIM
BATIOTaM) ¥ JIEKTPORKEIE HeUaTHEIE ACHBTY (HS PABHBI TOCYAAPCTBEHHBIM BAIOTAM).

OcHOBHEIE coBETHI 110 Ge30macaoi paboTe ¢ SNEKTPOHHBIMHA JERLIaMH:
1. Tlpusmiu K cuery mMobunbHBIH TenedoH. IT0 caMplit yZRoOHBIH H OBICTPRIL cOCOD
BOCCTAHOBHMTEH JOCTYN K cuery. [Ipups3zanuent tenedoH momMoxeT, ecnd 3alfyrews
CBol riaTexHe Naponb WY 3afifieinb Ha calfT ¢ He3HAKOMOro yCTpolicTaa,
Hcnonbsy# oxsopasoseie maposiu. [Jocie mepexona Ha YCHICHHYIO aBTOPH3aLHIO
Tebe yxxe He OyAeT yrpoxaTh OIIaCHOCTH KPRKH HIIM TIEPEXBATA MIIATEKHOTO IapoJLd;
Bribepu cnoxusiii napons. IlpecrynHukam OyneT He IIPOCTO YTaflaTh CJIOKHbOA
napons, Hanexuele napond — 370 Napoli, KOTOPEIE COIEPKAT He MEHee 8 3HAKOB U
BIUTIOYAIOT B ¢e0s CTPOYEBIC ¥ NpomucHEe OyKBEI, NHGAPH B HECKONBKO CHMBOJIOB,
TaKHe Kax 3Hax pojuiapa, yHTa, BOCKIMIATENbHbIH 3HaK ¥ T.1. Hanpumep, $tR0ng!;;
4, He BBOIM CBOR JIAYHEIE JaHHLIC Ha CAlTaX, KOTOPHIM HE A0BEPSEIID.

Onexmpaunas noyma
JNEKTPOHHAA NI0YTa — 3TO TEXHOJOTMA H NPEIOCTARAAEMEIE €10 YCIYTH N0 NEPeChUIKe ¥

TIOJIyIGHHIO NEKTPOHHABIX COOCMIEHHH, KOTOpHE DACHpENeNsiiorcs B KOMIBIOTEPHOH CeTH.
OOBlYHO ~ 9NEKTPOHHBIM  TOYTOBRIM  SIIAK  BBEIVIAAHET  CHEAYIOIIAM  oBpasom:

. MMA_TOMB30BATENA@UMA_JloMeHa. Takke KpOME I[epefayu [POCTOTO TeKCTa, HMESTCH

BO3MOKHOCTE Neperasath Gainsl.

OcuoBHble cOBETH! O Oe3onacHoit paboTe ¢ 3nexTPoHHOH NOYTOH:
1. Hano BriOpats mpaBUiIbHBIN ITOYTOBEIH cepBHC. B HHTEpHETE €CTh OIpOMHbIH BhIGOD

OecriaTHBIX ITOYTOBBIX CEPBHCOB, OJHAKO JYYINE JOBEPATE TEM, KONO 3HAEIIE H KTO
NEPBEI B PEHTHHTE,

2. He yxasbmsait B juungoil noure muunyo magopmanmo. HanpuMep, nyame Buibpars
«MYSHIKILHBH_(anat@y wnm «pok2013» BMecTo «remally;

3. Hcnonp3y# ABYXITaHYIO aBTOPU3ALMIO. DTO KOIAA IIOMUMO NApOJLA HY’KHO BBOANTE
KOJI, IpHChUIaeMBIH 110 SMS; ,

4. Bribepn cnoxueii napois. JUIS KaXIOro NoYTOBOro sUIHKA AOJDKEH ObITh CBOM
HAJIeKHEIN, YCTOHYHBEIA K B3/IOMY [Ap0Ilh;

5. Ecnm ecTh BOIMOXHOCTE HANMMCATH CAMOMY CBOM NHUHEIA BONPOC, HCHOMB3YH 3Ty
BO3MOXHOCTB;

6. Hcnonesy#f HECKONLKO IIOYTOBHIX smukos. IlepBnit ans wacrHOM mepemmcku ¢
anpecaTaMH, KOTOpPBIM Thl JOBepselIb, OTO OJJIEKTPOHHEIM anpec He Hauo
HCIOJNBE30BATE IPH PErHCTPAlHH Ha Gopymax H caiTax;

7. He oTkpeiBall Qalyel H NPYTHE BIOXKEHUs B [MCBMAX AAKE €CIH OHM NPHILIK OT
TBOKX Apy3ei. Jlyyie yTouRH y HuX, OTnpasisny au ouu Tee 311 dains,

8.

Iocne oxonyanus paGoTel Ha IOYTOBOM CEPBHCE NEpe] 3AKPHITHEM BKJIANKH C
caiiToM He 3abyab HaXxaTh Ha «BeIATHY.
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Kubepbyanunz uiy supmyanvHoe u30eaamenscmeo

KubepOynnuser -— mnpecnegosabue CcoOOIMEHHAME, COASPKAMME OCKopOnenns,

arpeccuIo, 3alyTrHBAHHE; XYIATAHCTRO; COUHANLRHOE BOMKOTHPOBAHHE C MOMOINEIO PA3IHYHAX
MHTEPHET-CEPBHUCOB.

Ocuosrsle coBeTs! 10 Gopsde ¢ kubepbynmurom:

1. He Opocalicst B Gol. JIyquni crnocod: nocoBeToBaThCH KAk ¢e04 BECTH H, €CNH HET
TOro, K KOMY MOXHO OOpaTHTILCA, TO BHa4ale YCIOKOWThCA, Ecim Tel Haunems

OTBEUATH OCKOPONCHMAMI Ha. ocKopOnenns, T0 TONBKO eme Jonsuie PasoNKeNs
KOHGIIHKT;

2. Vnpasnsit ceoeit mﬁeppeny‘rauneﬁ
3

AHOHMMHOCTP B CeTH MHMMasi, CymiecTBy:OT cmocoObl BBIICHHTB, KTO CTOMT 3a

AHOHHMHBIM AKKAYHTOM;

He crout secty xymaranckuii ofpas supryansnol sxusun, Matepaer duxcupyer see

TBOM HEHCTBUA ¥ COXpPAHAET HX. Y RanuTh ux OyneT KpaliHe 3aTPyAHUTENLHO,

Cobmopgaii cBoi BUPTYaIBHYIO YECTL CMOJIOAY;

VrHopupy#t emvHHYHEIH HeraTHB, ORHOpa3oBEIC OCKOpOHTENBHEIE COOBINEHHUS

JIYYIIe NraopupoBaTh. OOBMHO arpeccus IpexpalnasTcs Ha HayanbHoH cTaamy;

BaH arpeccopa. B nporpaMmax 06MeHa MIHOBEHHBIMH COOBILEHUAMY, B COL{HATBHEIX

CETAX ©CTH BO3MOXHOCTE ONOKHPOBKM OTHpask coo0meHHff ¢ OnpeleNeHHbiX

a/IpecoR;

8. Ecim 71e1 ceupmerenr xubepOynnmura. Teow JeHCTIBHS: BRHICTYNMTR NPOTHB
[IpECNeioBaTeNd, [0Kd3aTh €My, WI0 €ero AeHCTBHS QUEHUBAIOTCA HETATHBHO

]
IOAAEPKAaTh JKEPTBY, KOTOPOH HyXHa ICHXOJOTHYECKas TOMOIb, COOOLIMTE
B3POCHEIM O (aKTe arpeCCHBHOTO NOBENCHHA B CETH.

MoGunenwiii meneghon

CoBpeMeHHBIe cMapTQOHEI H IUIAHINETHI coepkar B cebe BIONHE B3POCHEIH
(byHKn#oHaN, ¥ TeNeph OHM MOTYT KOHKYDHPOBaTbh CO CTalHOHAPHBIMHM KOMITBIOTEPAMH.
Opraxo, cpeacTs 3aLMTEL /1K MMOJ0OHEIX YCTPOHCTB OKA 09eHE Maylo, TECTHPOBAHHE U ITOUCK

yAIBEMOCTEH B HMX NPOMCXOUHT He Tax MHTeHCHBHO, Kax it ITK, To e camoe xacaercs u
MOGHIBHBIX TIPHITOWKEHHH.

CoBpemennsle MOOHRNBREIE Opay3epsl yoke NPakTHYSCKA AOIHAIH HACTOJIBHEIE GHAIOTH

]
ONHAKO pacmupeHHe (QYHKUHOHana BjedeT 3a coGot GONBINYIO GNOXKHOCTE H MEHBIIYIO
SaLIHIEHHOCTE,

Janexo He BCe MPOU3BOIWTENH BEIYCKAOT OOHOBICHMA, aaprmmomne KPUTHYCCKHE
YA3BUMOCTH JUIA CBOMX YCTPOHCTR.

OcHosuEle coBeTsl Ana HesonacHocT MobunbHOrO TEnedoHa:

1. Hwugero se sipisiercs no-macTosmiemy OectulatHeiM. Byznb ocTopoxel, Beahb xorza
Tebe npeanaraior OecrnarTHe! KOHTEHT, B HEM MOTUYT OHITH CKPHITHI KakKue-
TUIATHBIE YCIIYTH;

JyMait, mpexpe deM oTnpasats SMS, doto uma Buaeo. Thr TOIHO 3RACWIL, [NiE OHE
OyayT B KOHEYHOM HTOre?

HeobxoxuMo 0OHOBNIATE ONEPALKOHHYIO cacremy TBOEr0 cMapTdoHa;
Hcnons3yd aHTHBHEPYCHbIE IIPOTPAMMBI JULA MOBGHITBHBIX TenedoHOB;




5. He 3arpysaif IpuIOKeHHS 0T HEHIBECTHONO HCTOYHHKA, BeJb OHH MOTYT COZEDHATh
BpeOHOCHOE MpOrpamMMHoe obecreueHHUe;

6. Ilocne Toro Kax TH BEHAEWS C calTa, Iie BBOXHJ JHYHYIO HHpOpMaNHio, 3ali1d B
HacTpoiiku Gpaysepa u yaanu cookies; '

7. Tlepmommueckyu npoBepsai Kakue IUIATHEIE YCIYTH aKTHBHPOBAHEI Ha TBOEM HOMEDE;

8. Japait csoii HOMep MoOmIbHOTO TeneoHA TONLKO MIOAAM, KOTOPEIX THl 3HAemb H
KOMY JOBEPACIIb;

9. Bluetooth momxen GbITs BBIKIIOYEH, KOFAA THL MM He MOMB3yemscs. He 3a0kmait
MHOT/Ia IPOBEPSTH ITO.

Online uzpul

CoBpemennble OHJAMH-HfPBl — 9TO KPAacOUHBIE, 3aXBATHIBAIONIHE pa3BIIEUCHHS,
o0benMHSsIONIME COTHA THICHY YeJIOBEK 10 BCeMy MHPY. VIrpOXH MCCIEIYIOT NAHHEIN MM MHp,
o0maoTCa APYT ¢ APYrOM, BHINONHAIOT 3aJaHK4, CPAXKAIOTCH ¢ MOHCTPAMU ¥ NONYYalOT ONBIT.

3a yHOBONBCTBHE OHM IUIATAT: [OKYNAIOT AMCK, OILTAYMBAIOT a0OHEMEHT Wi IpuobperaroT -
KaKHe-TO OITLHH,

Bce 3TH cpexcTBa HAYT Ha I[IOAZEp)KAHHE H pa3sBHTHE HIPH], 4 TAaKKe Ha caMmy
Ge30MacHOCTh: COBEPIICHCTBYIOTCA CHCTEMEl AaBTOPH3AUMH, BBIIYCKAIOTCH HOBEIE AT
(umbposrle 3anraTky A1 nporpaMM), 3aKpHIBAIOTCA YA3BAMOCTH CEPBEPOB.

B nopobuex HIpax CTOHT OracaThCAd HE CTOJIBKO CBOMX COIMEPHHKOB, CKOIBKO Kpa}KH
TBOEro 11apoJisf, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPH3allHH 60NBIIHHCTRA HID.

OcHOBHEIE COBETHI 10 6€30MaCHOCTH TBOEr0 HIPOBOTO aKKayHT4:

1. Ecam apyroi urpok BegeT cefs mIOX0 WK co3naeT Tebe HelpHATHOCTH, 3a6I0KHpyi
€T0 B CIIHCKE HIPOKOB;

TMoxanyfics anMHHUCTPaTOpaM WMIPH Ha IUIOXO€ INOBEACHME O3TOrO HIPOKa,
WEJATeNbHO MPHIONUTE KAKHE-TO JOKA3aTeNbCTBA B BUAE CKPHHOB;

He yka3piBait THYHYIO HHOpMaILHIO B ipodaiine Hrper;

VYBaxali ApyrAX y4aCTHHKOB IIO HIPE;

He ycranaBneBail HeopHIHANEHEIE IATYH B MOJBI;

. HMcnone3y# cnoxHbIe B pasHEIE NAPOIH;

Jaxe BO BpeMs HMIPHl HE CTOHT OTKJIIOYAaTh aHTHBHPYC. IIOKa TBI Mrpaeins, TBOH
KOMIBIOTEP MOTYT 38DA3UTS.
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Pumunz UnU KpaxXca IUYHbLX OGHHBIX

OGrryHOH KpaeH JeHer M NOKYMEHTOB CErOAHsA YK€ HHMKOrQ Heé YAHBHINb, HO C
Pa3BHTHEM HMHTEPHET-TEXHOJOrHH SMOYMBIWICHRHKH - IEPEMECTHTUCh B MHTEPHET, H
NPOAOIIKAIOT 32aHHMATHCS ((IIOCHMBIMY JEJIOM,

Tak nmosBuNack HOBas yrpo3a: HHTEPHET-MOMEHHHYECTBA WM (GHINMHT, [NaBHAaf LENh
KOTOPOr0 COCTOHT B IONYy4EHHH KOHQHICHINAILHBIX NAHHBIX II0Jb3OBaTENEH — JIOTHHOB H

naponeid. Ha anrnuiickom a3bike phishing yutaercs kak QumMHr (0T ﬁshmg — pei6HAad 0B,
password — I1apoJib).

Ocnosaelie coBeTH N0 Gopsbe ¢ duinmaroM:

l. Cnexu 3a cromM axkayHToM. ECng THl MOZO3peBaemsb, 94To TBOA apKera Ohuia
B3JIOMaHa, TO HeoOXoAHuMO 3a5noxapoaa'ra €e -H COOOIMTE A[MUHUCTPATOPAM
pecypca 06 3TOM KaK MOXHO CKopee;




2. Hcnome3yit GesomacHple BEO-CAiiTEl, B TOM 4HCHE, HHTCPHET-MATA3MHOB K
ITOHCKOBBIX CHCTEM;

3. Hcoonsayif cioxusie ¥ pasHbie napond. Taxum ofpa3oM, eciu TeGd B3TOMAIOT, TO
37I0YMBIILTERHHUKH IT0y4YaT ZOCTYI TOJIBKO K OMHOMY TBOEMY POQHIIIO B CETH, a HE
KO BCEM; -

4, Ecmu Tebs B3JIOM&UIH, TO HEoOXOIMMO MpeAyNIPeNHTh BCEX CBOMX 3HAKOMBIX,

KOTOpEIe noGapiens! y Tebs B Apy3spsx, O TOM, YTO Te0s BIjIOMANM H, BO3MOXHO, OT

TBOErQ AMeHH OYIeT pacChLIaThCA CHaM H CCBUIKH Ha QHIIHHETOBBIE CalfTh;

Yeranosu Hanexubi napons (PIN) va Mobunereli Tenedon;

OTxmoun coxparenue napons B Gpaysepe;

He orkpblBail Gaiiiel ¥ JpyrHe BIOXKCHHA B IHCHMAaX NAXE €CNIH OHH NMpPHLUIA OT

TBOEX Jpy3eH. JIyuie yrouHy y BHX, OTOPABIANH 1 OHE Tebe 31y daiinkl.

e

L{ugposas penymayus ~

Hudposas penyTaius - 3T0 HETaTHBHAY MM NO3MTHBHAS MHGBOpMAnus B ceT: o Tebe.
Komnpomernpyromas uadopmanusd pa3MellcHHas B HHTePHETEe MOXET CephesHbM obpasom
OTPasHTLCA Ha TBOEH peanbHON xu3HE. «lludposas pemyTaums» - 5TO TBOH MMHIK, KOTOPBIH
bopMupyerca u3 uHbopMalnuy o Tebe B HHTEPHETE.

—

TBoe MeCTO »HTENBCTBA, YUeOhl, TBOS JHHAHCOBOE MOJIOKEHHE, 0COOEHHOCTH XapaKTepa
H paccKa3bl 0 BIH3KHX — BCE 3TO HAKAIIMBAETCA B CETH.

MHorue moapoCTKY JETKOMBICIEHHO OTHOCATCA K IIyONHKalMK JIHYHOH HHbOpMAanua B
HWgrepHere, He MOHMMAsR BO3MOXHEX nocnencTBui. TH axe He CMOXEIIL NOTafaThCh O TOM,
yto doTorpadms, pasMeleHHas 5 €T Ha3al, CTaNa IPUYHMHON 0TKa3a IPHHATH TeOA Ha paboTy.

KommenTapuu, pasMelleHHe TBOMX ¢oTorpaguit u ppyrme IeHACTBHA MOTYT He
WCYE3HYTh JKC TIOCHE TOrO, K&K Thl WX YJANuMmb. bl HE 3HAemib, KTO COXPaHMN ITY
HHOPMaIHIO, MTONIaNa JIH OHa B ITOMCKOBBIE CHCTEMEI H COXPAHMIACh JIM OHa, & IJIaBHOE: YTO
nonyMaroT o Tefe oKpy'Kawomiee NIOAM, KOTOphle HaWayT M yBMAST 370, Halite mrdopmanwmio
MHOQIO JI€T CILyCTH CMOMeT moboH — Kak H3 HoOpex mobyxpeHuHd, Tak B C HaMepeHHEM
TIPUYMHETD BpeA, DTO MOKeT ObITh KTO YTOIHO.

OcHOBHBIE COBETEHI 110 3aluuTe LH(PPOBOH penyTauun:

1. TMomymalt, nmpexae HeM 4TQ-TC MyONUKOBATH M IepenasaTh y cefs B Gnore umu B
CONHAJIEHOH CETH;

2. B uactpoiikax npodris yCTaHOBU OTMpaHMYEHUSL HA IPOCMOTP TBOETO MPodrIIA U ero
COJIEPIKHMOT0, chena ero ToJLKO «IULi Apy3eiin;

3. He pasmemait u He ykazsmsai uHdopMaliio, KOTOpas MOXKET KOro-nubo ockopbnsars
HJIA O0OMIXATh,

Asmopcroe npaso

CoBpeMeHHBIE WIKOJABHHKH—~ AaKTHBHbBIE IIOMBL30BAaTENH LMGPOBOTO IPOCTPAHCTBA.
Ongnaxo Janexo He BCe 3HAKOT, YTO TOML30BAHME MHOTHMY BO3MOMHOCTSMH IM(pPOBOro Mmpa
TpebyeT cobnmoaeHus Npas Ha HATEIUIEKTYalbHYIO COOCTBEHHOCTB.,

Tepmun «HHTENNEKTYaNbHA# COGCTBEHHOCTE? OTHOCHTCH K DasiMYHEIM TBOPEHHSM
9eJI0BEYECKOTO yMa, Ha9HHad C HOBBIX M300peTeHnil U 3HaKOB, 0603HAYAIOIMX COBCTBEHHOCTE

Ha NPONYKTBL W YCHYrH , M 3aKkaguuBas Kauramu, dororpadusMu, KuHodunsMamu o
MY3BIKaJIbHEIMH TIPOM3BEICHHAMH.




ABTOpCKHE TIpaBa — 310 n?)ana HA WHTEIUICKTYAMbHYIO COGCTBEHHOCTh HA IPOU3BECHAS
HayKH, TUTEPATYPLl H HCKYCCTBAZ ABTOPCKHE 1IDaBa BEICTYNAIOT B KA4eCTBE TAPAHTHH TOTO, UTO
MHTEJUIEKTY&IbHELA/TBOpYECKHH TPy asTopa He GYyJAeT HAIpacHBIM, JACT €My CIpaBelIHBELE
BO3MONKHOCTH 3apalOTaTh Ha pe3ynbTaraX CBOEro TPYIHA, HONYUHTSH H3BECTHOCTL H NpU3HAnue.
HuxTo 6e3 paspeleHHs aBTOpa HE MOXKET BOCIIPOH3BOJHMTE €I0 IPOH3BEACHHE, PACTIPOCTPAHATE,
MyONHYHO AEMOHCTPHPOBATH, MPOJABATh, MMIOPTHPOBATh, IYCKATh B MPOKAT, MYGIMIHO
HCMOTHATS, NOKa3bIBATE/UCIIONHATE B 3(Upe WK pasMemars B MinTepHere,

Heoonp3obanue «IUPATCKOroy NporpaMMHOTo ofecriederus MOXET IPHBECTH K MHOTHM
pHCKaM: OT [IOTEPH NAaHHBIX K TBOMM A&KKayHTaM N0 ONOKHPOBKH TBOEr0 YCTpOHCTBa, Iue
YCTaHOBIICHHBI HE neransHas nporpamMma. He crour Tawxe 3a0BIRATE, YTO CYINECTBYET
neranbHble # GecnnaTHble IPOrpaMMEl, KOTOPLIE MOXKHO HAl{TH B CETH.

0 nopmane

CereBHYOK.p) — TBOH TIMaBHBEIM COBETYHK B CETH. 31€Ch THI MOXEUIh Y3HATE O
0€30MacHOCTH B CETH TOHATHBIM M IOCTYNHBIM S3LIKOM, 2 NPH BO3HHKHOBEHHM KPHTHYECKOH
CHTyaUMH OOpaTHTBCS 33 COBETOM. A TaKKe NPUHATEL YYaCTHE B KOHKYPCAX H CTATH CAMBIM
UG POBEIM TPaKIAHHHOM!




